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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 9/9/2009 has been entered. 

Applicant's Arguments 

2. Applicant argues that the cited prior art docs not disclose: 

a. "cryptographically calculating a medium content key using the medium 
information and the information pre-stored in the playback terminal itself;" 

b. "cryptographically calculating a license content key using the medium content 
key and the managed information acquired from the external license server;" 

Examiner's Response to Arguments 

3. Applicant's arguments, see Amendments and Remarks, filed January 26, 2009, with 
respect to the rejection(s) of claim(s) 19-22, 24-32 and 33-41 have been fully considered and are 
not persuasive 

a. "cryptographically calculating a medium content key using the medium 
information and the information pre-stored in the playback terminal itself;" - BlueRay 
and CSS discs teach the encrypted content is being generated by encrypting content using 
a medium content key, which is based on the medium information and the play back 
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device, and using also information pre-stored in the playback terminal, so that encrypted 
content is decrypted by use of the information pre-stored in the playback terminal itself 
[Specification Admitted Prior Art: Page 2 : 14-21]. 

b. "cryptographically calculating a license content key using the medium content 
key and the managed information acquired from the external license server;" [Oshima 6: 
47-67, password is from other keys, i.e. key generated form key]. 

Allowable Subject Matter 

2. Claim 42 is objected to as being dependent upon a rejected base claim, but would be 
allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

Claims 19-22, 24-32 and 33-41 are rejected under 35 U.S.C. 1 12, first paragraph, as 
failing to comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to one skilled 
in the relevant art that the inventor(s), at the time the application was filed, had possession of the 
claimed invention. The newly added limitations: "cryptographically calculating a medium 
content key using the medium information and the information pre-stored in the playback 
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terminal itself;" and "cryptographically calculating a license content key using the medium 
content key and the managed information acquired from the external license server;" can not be 
found in the originally filed specification. In the originally filed specification a license is 
obtained that includes a decryption key and a content key is obtained from the license. 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

5. Claims 19-22, 24-32 and 33-41 are rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. They recite the terms "medium content key" and "license 
content key" both of which are not in the specification and there is no clear definition in the 
claim. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 19-22, 24-32 and 33-41 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Sims III [US 2002/0016919 Al], and further in view of Admitted Prior Art [Specification 
Prior Art Section], and Oshima [US 7191 154 B2]. 
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As per claim 28, Sims III discloses a content playback method used in a playback 
terminal for playing back content, the content playback method comprising: 

reading encrypted content from a portable medium [Sims III 9: 0097 —Encrypted disk 
key is provided to the play-back device decoder to allow meaningful use of the content recorded 
thereon.], 

the encrypted content being generated by encrypting content using at least medium 
information pre-recorded on the portable medium [Sims III 6: 0057 —For example, (Disk Key) 
in some cases it may be used to encrypt/decrypt content.]; 

judging whether or not information managed by an external license server is required for 
decrypting the encrypted content [Sims III 9: 0098]; 

reading the medium information pre-recorded on the portable medium [Sims III 8: 

0091]; 

acquiring the managed information managed by the external license server when it is 
judged that the managed information is required [Sims III 9: 0098], 

the managed information managed by the external license server being part of 
information which is required for the decryption of the encrypted content [Sims III 9: 0098 — 
Managed information is associated with rights/authorization of acquiring a cryptographic key 
necessary in utilizing the content of media.]; 

and a decryption step of (a) decrypting the encrypted content using the medium content 
key, when it is judged that the managed information is not required, [Sims III 8: 0091] [Sims III 
9: 0097] 
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and (b) decrypting the encrypted content using the licensed content key when it is judged 
that the information is required [Sims III 10: 0106]. 

But, Sims III does not teach the encrypted content is being generated by encrypting 
content using also information pre-stored in the playback terminal. And cryptographically 
calculating a medium content key using the medium information and the information pre-stored 
in the playback terminal itself; cryptographically calculating a license content key using the 
medium content key and the managed information acquired from the external license server; 

However, BlueRay and CSS discs teach the encrypted content is being generated by 
encrypting content using a medium content key, which is based on the medium information and 
the play back device, and using also information pre-stored in the playback terminal, so that 
encrypted content is decrypted by use of the information pre-stored in the playback terminal 
itself [Specification Admitted Prior Art: Page 2: 14-21] and downloading a license from a 
server [Specification Admitted Prior Art: Page 2 line 22- page 3 line 4]. 

It would have been obvious to one of ordinary skilled in the art at the time of invention to 
modify Sims III by also using information pre-stored in the playback terminal when generating 
encrypted content, so that encrypted content is decrypted by use of the information pre-stored in 
the playback terminal itself as taught by the admitted prior art. The suggestion/motivation would 
have been to have encrypted content stored in the medium be tied to a particular playback 
terminal holding the pre-stored information, since the encrypted content cannot be decrypted 
with stolen medium information in the absence of the pre-stored information, thus increasing 
security. 
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Sims III, in view of the admitted prior art does not teach that when it is judged that the 
managed information is required, decrypting the encrypted content using the managed 
information acquired from the external license server, and also the medium information, 
cryptographically calculating a license content key using the medium content key and the 
managed information acquired from the external license server; 

Oshima teaches that when managed information is required to decrypt encrypted content, 
the encrypted content is decrypted using the managed information acquired from an external 
license server [Oshima 6: 42-49], and also medium information [Oshima 6: 58-67]. 

cryptographically calculating a license content key using the medium content key and the 
managed information acquired from the external license server; [Oshima 6: 47-67, password is 
from other keys, i.e. key generated form key]. 

It would have been obvious to one of ordinary skilled in the art at the time of invention to 
modify Sims III in view of the admitted prior art by decrypting encrypted content using the 
managed information and also medium information, when managed information is required as 
taught by Oshima. The suggestion/motivation would have been to prevent decryption of 
encrypted content using other mediums with stolen acquired managed information, and vice 
versa, thus increasing security. 

As per claim 41, Sims teaches the content playback method of claim 28, wherein the 
managed information managed by the external license server is rights information including 
usage rights for the content [Sims III 9: 0100 -rights information is associated with 
determination of single use or unlimited use by external source.], 
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the judging comprises judging whether or not the rights information is required, as the 
information managed by the external license server, for decrypting the encrypted content [Sims 
III 9: 0098], 

the acquiring comprises acquiring the rights information from the external license server 
when it is judged that the rights information is required [Sims III 9: 100-101 —acquiring the 
requested information associated with single use or unlimited use], 

and the decryption step comprises (a) decrypting the encrypted content using the medium 
content key when it is judged that the rights information is not required [Sims III 8: 0091] [Sims 
III 9: 0097], 

and (b) decrypting the encrypted content using the license content key, when it is judged 
that the rights information is required [Sims III 10: 0106]. 

But Sims III does not teach the encrypted content is being generated by encrypting 
content using also information pre-stored in the playback terminal, so that encrypted content is 
decrypted by use of the information pre-stored in the playback terminal itself 

BlueRay and CSS discs teach the encrypted content is being generated by encrypting 
content using also information pre-stored in the playback terminal, so that encrypted content is 
decrypted by use of the information pre-stored in the playback terminal itself [Specification 
Admitted Prior Art: Page 2: 14-21]. 

It would have been obvious to one of ordinary skilled in the art at the time of invention to 
modify Sims III by also using information pre-stored in the playback terminal when generating 
encrypted content, so that encrypted content is decrypted by use of the information pre-stored in 
the playback terminal itself as taught by the admitted prior art. The suggestion/motivation would 
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have been to have encrypted content stored in the medium be tied to a particular playback 
terminal holding the pre-stored information, since the encrypted content cannot be decrypted 
with stolen medium information in the absence of the pre-stored information, thus increasing 
security. 

Sims III, in view of the admitted prior art does not teach that when it is judged that the 
rights information is required, decrypting the encrypted content using the rights information, and 
also the medium information. 

Oshima teaches managed information managed by the external license server is rights 
information including usage rights for the content [Oshima 6: 47-48 —...time data representing 
the period of use allowed.], 

the judging comprises judging whether or not the rights information is required, as the 
information managed by the external license server, for decrypting the encrypted content 
[Oshima 5: 12-17 —In order to get a password, the connection address. . .which is the server of a 
password issue center.. is accessed.], 

the acquiring comprises acquiring the rights information from the external license server 
when it is judged that the rights information is required [Oshima 6: 46-49], 

and the decryption step comprises decrypting the encrypted content using the rights 
information [Oshima 6: 42-49], 

and medium information [Oshima 6: 58-67], 

when it is judged that the rights information is required [Oshima 5 : 13 —In order to get a 
password...]. 
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It would have been obvious to one of ordinary skilled in the art at the time of invention to 
modify Sims III in view of the admitted prior art by decrypting encrypted content using the 
managed information and also medium information, when managed information is required as 
taught by Oshima. The suggestion/motivation would have been to prevent decryption of 
encrypted content using other mediums with stolen acquired managed information, and vice 
versa, thus increasing security. 

As per claim 29, Sims III, in view of the admitted prior art, and Oshima teaches the 
content playback method of claim 4 1 , wherein the medium information includes a media key 
[Sims III 7: 0071 --Disk Key], 

The cryptographically calculating of the medium content key comprises 
cryptographically calculating the medium content key using the media key of the medium 
information, - BlueRay and CSS discs teach the encrypted content is being generated by 
encrypting content using a medium content key, which is based on the medium information and 
the play back device, and using also information pre -stored in the playback terminal, so that 
encrypted content is decrypted by use of the information pre-stored in the playback terminal 
itself [Specification Admitted Prior Art: Page 2 : 14-21] 

and the decryption step includes: a content key obtaining sub-step of, when it is judged 
that the rights information is not required, obtaining the medium content key used in decrypting 
of the encrypted content [Sims III 9: 0097 —Use Disk key as Content key]; 

and a content decryption sub-step of, when it is judged that the rights information is not 
required, decrypting the encrypted content using the medium content key [Sims 6: 0057]. 
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As per claim 30, Sims III, in view of admitted prior art and Oshima teaches the content 
playback method claim 29, wherein the content key obtaining sub-step includes, when it is 
judged that the rights information is required, obtaining the license content key used in 
decrypting of the encrypted content [Oshima 6: 65 —The '1-nth' decoding key is output to the 
cipher decoder.], 

and the content decryption sub-step includes, when it is judged that the rights information 
is required, decrypting the encrypted content using the license content key [Oshima 6: 66-67]. 

As per claim 31, Sims III, in view of admitted prior art and Oshima teaches the content 
playback method of claim 30, wherein the rights information includes a rights key [Oshima 5: 
13 -password], 

The cryptographically calculating of the license content key comprises cryptographically 
calculating the license content key using the rights key of the rights information, [Oshima 6: 47- 
67, password is from other keys, i.e. key generated form key]. 

and the content key obtaining sub-step includes, when it is judged that the rights 
information is required, obtaining the license content key using the rights key [Oshima 6: 55- 
66]. 

As per claim 33, Sims III, in view of the admitted prior art and Oshima teaches the 
content playback method of claim 30, wherein the portable medium further has stored thereon 
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key obtaining information indicating whether or not the rights information is required for 
obtaining a key used for decrypting the encrypted content [Sims 8: 0086-0088], 

and the content playback method further comprises: reading the key obtaining 
information from the portable medium [Sims 8: 0091] [Sims 9: 0102], 

wherein the judging comprises judging whether or not the rights information is required 
for decrypting the encrypted content, based on the key obtaining information [Sims 9: 0098]. 

As per claim 34, Sims III in view of the admitted prior art and Oshima teaches the 
content playback method of claim 29, wherein the decryption step includes, when it is judged 
that the rights information is necessary, performing decryption of the encrypted content only 
when the acquiring has already acquired the rights information [Oshima 6: 58] 

and the rights information indicates that usage of the content is permitted [Oshima 6: 62- 
63 —timing data is checked for validity]. 

As per claim 35, Sims III, in view of the admitted prior art and Oshima teaches the 
content playback method of claim 29, wherein the playback terminal includes a holding unit 
operable to hold device unique information that is unique to the playback terminal [Sims 4: 
0036-0037], 

the media key is in an encrypted state [Sims 9: 0097 —encrypted Disk Key], 
having been encrypted using the device unique information [Sims 9: 0097 -encrypted 
with the public key of the matching "acceptable user"], 
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and the cryptographically calculating of the medium content key includes, when it is 
judged that the rights information is not required, obtaining the media key by decrypting the 
encrypted- state media key using the device unique information [Sims 9: 0097 —decrypted with 
the private key of the matching "acceptable user."]. 

As per claim 36, Sims III, in view of the admitted prior art and Oshima teaches the 
content playback method of claim 29, wherein the portable medium further has stored thereon 
information indicating whether or not the rights information is required for decrypting of the 
encrypted content [Sims 8: 0086-0088], 

and the content playback method further comprises: reading the information from the 
portable medium [Sims 8: 0091] [Sims 9: 0102], 

wherein the judging comprises judging whether or not the rights information is required 
for decrypting the encrypted content, based on the information [Sims 9: 0098]. 

Claims 19-22 and 24-27 are rejected because it is similar matter to claims 28 — 31 and 33- 

36. 

Claim 37 is rejected because it is the portable recording medium comprising the same 
elements as claim 19. 

Claim 38 is rejected because it is similar matter to claim 41 . 

As per claim 39, Sims III, in view of admitted prior art and Oshima teaches the playback 
terminal of claim 20, wherein the rights information includes information showing permission to 
play back the content [Oshima 6: 62-63 —timing data representing the period of use allowed.]. 
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As per claim 40, Sims III teaches the playback terminal of claim 39, wherein 
the portable medium further has recorded thereon information indicating whether or not the 
rights information is necessary for decrypting the encrypted content [Sims 6: 0057-0066], 

and the decryption method judgment unit judges whether or not the rights information is 
required for decrypting the encrypted content based on the information recorded on the portable 
medium [Sims 8: 0091; 9: 0098; 9: 0102]. 

Conclusion 

1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Simon Kanaan whose telephone number is (571) 270-3906. The 
examiner can normally be reached on Monday to Friday 8:30 AM to 5:00 PM. The fax phone 
number for the organization where this application or proceeding is assigned is 571-273-8300. 

If attempts to reach the above noted Examiner by telephone are unsuccessful, the 
Examiner's supervisor, Gilberto Barron, can be reached at the following telephone number: 
(571)272-3799. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. 

/SIMON KANAAN/ 
Examiner, Art Unit 2432 



/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



